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6+ Hours of Video Instruction   
Overview  
CompTIA PenTest+ (PT1-001) Complete Video Course  is a complete resource to prepare for the CompTIA
PenTest+ certification exam. This course covers all the topics on the exam, including planning and scoping a
security penetration testing (ethical hacking) assessment, understanding legal and compliance requirements,
and performing vulnerability scanning and penetration testing using appropriate tools and techniques. In
addition, it guides the student on how to analyze the results and write a comprehensive report including
remediation techniques and best practices on how to effectively communicate results to the relevant
stakeholders. 
 
The course is presented by a seasoned and active cybersecurity expert with years of field and teaching
experience. Omar Santos walks you through the exam objectives and provides tips and scenarios throughout,
helping to put the knowledge in context. He provides demonstrations as well as detailed explanations and
samples of each topic. 
 
Topics includeModule 1: Introduction to Ethical Hacking and How to Plan a Security Penetration TestModule
2: ReconnaissanceModule 3: Attacks and ExploitsModule 4: Tools and Reporting 
 
Skill Level  
Beginner/Intermediate 
 
Learn How To 
* Prepare for the CompTIA PenTest+ Exam* Plan and scope a security penetration test* Perform
reconnaissance on a target* Gain access through vulnerable systems by knowing the various exploits*
Restore environments after a pentest has successfully found vulnerabilities within the system* Record and log
activities in a manner that is professional, clear, and advantageous to the client for system improvement 
 
Who Should Take This Course  
* Anyone interested in taking the CompTIA PenTest+ exam* Individuals seeking careers in the cybersecurity
field 
 
Course Requirements None 
 
Lesson descriptions  
Module 1, "Introduction to Ethical Hacking and How to Plan a Security Penetration Test," introduces the
concept of ethical hacking and how the cybersecurity industry goes about implementing field-tested security
parameters using penetration testing. It walks through the planning and scoping of a pentesting assessment.
 
Module 2, "Reconnaissance," covers all things related to the intelligence gathering phase of the pentest,
including collecting information, port scanning, and vulnerability scanning. It then discusses how to use this
intelligence to plan the pentest itself. 
 
Module 3, "Attacks and Exploits," discusses how to use the intelligence gathered to perform the pentest. It
goes over the various kinds of social engineering attacks and how to attack both wired and wireless networks.
It then discusses how to exploit application-based vulnerabilities as well as local host and physical security
vulnerabilities. Finally, it covers the clean-up and implementation of the post-exploitation techniques. 
 
Module 4, "Tools and Reporting," shows how to find and leverage the various tools that are available for
evasion, decompilation, forensics, and software assurance. It also goes into the reporting aspect of the job,
including best practices and how to professionally recommend mitigation strategies for the vulnerabilities
found. 
 
About Pearson Video Training 
Pearson publishes expert-led video tutorials covering a wide selection of technology topics designed to teach
you the skills you need to succeed. These professional and personal technology videos feature world-leading
author instructors published by your trusted technology brands: Addison-Wesley, Cisco Press, Pearson IT
Certification, Prentice Hall, Sams, and Que. Topics include IT Certification, Network Security, Cisco
Technology, Programming, Web Development, Mobile Development, and more. Learn more about Pearson
Video training at http://www.informit.com/video. 
 
Video Lessons are available for download for offline viewing within the streaming format. Look for the green
arrow in each lesson. 
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